impro MODEL NUMBERS:
‘ technologies HCA930-0-0-GB-XX
HCA910-0-0-GB-XX

Portal Application Controller

INSTALLATION MANUAL

HCA930 HCA910
Specifications

The Impro Portal Application Controller is a Linux-based Access Portal system
controller that can keep track of up to one million registered tag holders and 64 door
readers, even when the system server is offline. The HCA910 unit comes in a tough,
compact ABS plastic housing. The HCA930 unit comes pre-installed in an Integrated
Power Supply (IPS) steel cabinet, with space for a backup battery, battery protection
fuse and an automatic low battery voltage cut off relay.

Working Environment

HCA930/HCA910 ...........ceevirerns Designed to work in an indoor (dry)
environment similar to IP20, the housings are
not sealed against water.

Switched Mode Power Supply (HCA930 only)

Input Voltage (operating)... 100 V AC to 240 VV AC at 50/60 Hz

Power Rating....................... 7B5W
Output Voltage..................... 13,8 VDC 0,3V DC
Max Current Output............ 5 A continuous for 75W (Below 50°C)

(1,15 A reserved for battery charging)
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DC Power Requirements (HCA910)

Input Voltage Rating.................... 10 V DC to 15V DC, nominally 12V, polarity
sensitive.
Power Requirements at 12V Current Power
AVErage .......coovivieieee e 150 mA 1.8W
Peak .....cveeeiiiiiee e 500 mA 6 W
Communication

Ethernet Port

Connection.........ccccevvveveeeeennnns Standard Ethernet RJ45 connector.
10/100 Mbps, half or full duplex.

NOTE: The Impro PAC is rated to 100
Mbps, however the Controller will
work on a 1 000 Mbps (1 GB)

network.
Protocol.......ccooeevvvviiieeeeeeeee, TCP/IP, UDP.
RS485 Port
Configuration............ccceeven.n. 38 400 Default.
Electrical Interface.................. RS485.
Baud Rates .........ccccoveeeeernen. 9 600, 19 200, 28 800, 38 400 and 57 600
selectable via the Communications Protocol.
Data Format..........ccoooiiiineeeen. 8 data bits, no parity, 1 stop bit.
Communications Protocol ...... Impro Secure Communications Protocol.
Line Termination .................. Provision is made for line termination.
Default Mode..........ccccoceeeunenn. Receive Mode.
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General

Memory
RAM 512 MB DDR3
Non Volatile Memory 8 GB micro SD card, Class 4
8 GB On-board eMMC
Processor AM335x ARM® Cortex-A8 — 1 GHz
(VFP and NEON® Floating-point accelerators)
Operating System ARM Linux — Running Debian 9
Buzzer.........c.ccoooiiiiiiiiii 4 kHz piezo-electric buzzer
Anti-tamper ... Contact type, NC, (tamper on open)

Real Time Clock (RTC) Backup Battery
Battery Type .....coocevvvveeeieeeiee. 1 x 3V, CR2032, Lithium cell Battery.

Diagnostic Indicators

Incoming RS485 1 (Controller) Flashing Green LED

Outgoing RS485 1 (Controller) Flashing Red LED

Link Speed LED (Ethernet) Red LED ON = 100 MB/s

Link Active LED (Ethernet) Red LED ON = active

CPU Usage Red LED ON = Idle, Off = Busy.
CPU Heartbeat Flashing Green LED = Running
Power Red LED ON = Powered up

Anti-tamper switch

This switch is mounted to the housing and may be plugged into a digital input, which is
monitored by the Portal software, which logs a tamper event when the housing is
opened.

Battery Tab
Remember to remove the battery tab to keep the Real Time Clock powered up in the
event of loss of power to the PAC.

Default Button

Hold this down for 5 seconds and then release to default the password and return to
the dynamic IP setting. (Useful in the event of setting an invalid static IP, or a lost
password situation, etc).

access control @ W W W . impro.net e access control



INSTALLATION INFORMATION

Note:

For mains and earthing requirements, select cable that is in accordance to
National Wiring code best practices of your local authority.

Box Contents (HCA930)

Find the following when unpacking the HCA930 Portal IPS Application Controller:

Housing, consisting of the IPS Case and a Door

Housing Case is fitted with:

— DC Power Supply Unit (See page 6)

—  Power supply wiring harness with an integrated battery charging PCB and
battery fuse.

— EC3 Application Controller running Access Portal Pro

—  Pre-wired RS485 Surge Protection Module

This Installation Manual

Ziploc bag, containing the following:
—  Fixed Address Label (see on page 10)

Box Contents (HCA910)

Find the following when unpacking the HCA910 Portal Application Controller:

NOTE:

ABS plastic housing, consisting of the mounting tray and cover
The housing is fitted with:

— EC3 Application Controller running Access Portal Pro

—  Pre-wired anti-tamper switch

This Installation Manual

Ziploc bag, containing the following:
—  Fixed Address Label (see on page 10)
Accessory: RS485 Surge Protection Module — see page 10 for installation.

No mounting hardware is included in the HCA930/HCA910 packaging - the
installer should obtain fasteners that are appropriate for the mounting
surface.
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Mounting the Portal Application Controller

Choose a position on a suitable firm mounting surface that is sheltered from the
weather and allows for the convenient routing of the necessary cables.

CAUTION: Make certain that you mount the Portal IPS Application Controller
on a vibration-free surface.

NOTE: You can mount onto virtually any surface including metal.

HCM930 Mounting

NOTE: During mounting, we recommend unplugging the enclosure door earth strap
and removing the housing lid. After installation, we strongly recommend you
reattach the earth strap to the lid.

1. Open the Cabinet.

2. Unplug the door earth strap and remove the door by sliding the hinges towards the
top of the housing.

3. Hold the IPS housing against the wall/mounting surface and mark the position of
the mounting holes on the mounting surface.

4. Drill the mounting holes and secure the IPS housing to the mounting surface,
using suitable screws and wall plugs, nuts and bolts or rivets.

HCM910 Mounting and DC Connection

NOTE: It is advisable to mount the HCM910 with the Ethernet socket facing
downward to prevent anything from falling into the connector.

1.  Remove the ABS plastic cover from the mounting tray

2. Hold the mounting tray against the wall/mounting surface and mark the position of
the mounting holes on the mounting surface.

3. Drill the mounting holes and secure the IPS hosing to the mounting surface, using
suitable screws and wall plugs, nuts and bolts or rivets.

4. The HCM910 requires an external 12V DC power source, which is connected to
the + and — Power terminals (shown on page 9).

5. For best operation, ensure that an Earth connection is supplied to the Earth
Terminal of the HCM910 PCB.

6. Wire up the RS485 cable through the quick click gland, as necessary.
7. Replace the ABS plastic cover and secure the two retaining screws.
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Connecting an AC mains power cable (HCA930)

With reference to the labelled photograph on page 8, follow these steps:

1.
2.

8.

9.

Open the Cabinet.

Unplug the door earth strap from its tag on the door and remove the door by
sliding the hinges up towards the top of the housing.

Remove the battery tag from over the button cell on the EC3 PCB

Choose a mains power cable entry point that suites the installation and remove the
corresponding knock-out tab from the IPS housing.

Insert a suitable gland/grommet (not included) in the hole and pass the three-core
mains cable though the gland/grommet, into the IPS housing.

Establish a safe and tidy route for the cable to get to the power supply’s mains
terminals.

With the mains cable unplugged from the power outlet, strip back the outer sheath
of the mains cable ~ 30 mm

Strip the Live, Earth and Neutral cores back by ~ 6 mm and clamp these onto the
power supply terminals (indicated on page 8).

Hook the lid hinges back into place and plug the lid earth strap back in.

10. Plug the mains lead into the power outlet.

NOTE: The DC power to the EC3 PCB has been factory wired.

Starting up on battery power without mains (HCA930)

Powering up a unit on battery power alone will require latching the battery isolation
relay:

1. First connect a charged battery to the battery leads.

2. Momentarily apply a short between the header pins next to the relay (see

page 6).

DO NOT keep these pins shorted, as this will prevent the relay from opening and
protecting the battery should it become run down.
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Network connections (HCA930 & HCA910)

With reference to Figure 2:

1. Connect to the Access Portal server via Ethernet cable, running a cable from the
nearest suitable Ethernet point. Access Portal will support up to 250 Portal
Application Controllers over Ethernet.

2. RS485 devices (door controllers) must be connected to the RS485 Surge
Protection Module terminals. Observe the wiring instructions in the installation
manuals for the RS485 devices, using end-of-line links where necessary.
Maximum RS485 line length is 1 000m (1 093 yd.). Up to 64 reader addresses are
supported.

Communicating with the unit

Use the discovery application to locate the IP address of the Portal Application
Controller. (Discovery is included in the free downloadable Access Portal Basic
installation available here: https://www.impro.net/access-portal-basic/.

Once the IP address of the controller is known the connection can be made using an
SSH session. PUTTY or KITTY (utilities that are downloadable from the web) may be
used. WINSOP may be used for file transfer.

The controller can be configured using SSH and installed and configured OEM
applications.

The default user name is root.

The default password is masterkey.
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IPS housing layout (HCA930)

— Lid earth strap
Plugs onto the
‘ Earth lug on the li

B OF
o

Tamper Switch cable

‘| [
| | Jrrripasde!
J|RS485 Terminal :

Wire the AC Supply cable
to these three terminals

Anti-tamper Switch Battery Fuse

Figure 1: IPS housing layout, electrical mains connection labelled.

The reserved space will accommodate a 12V gel battery measuring:
151 mm x 65 mm x 98 mm.

Connect the provided black and red cable cables to the battery (recommended optional
extra).

If AC mains is not present, the unit can be powered up on battery — see page 6.

If the anti-tamper feature is to be used, the tamper switch cable should be plugged into
one of the digital inputs, and Access Portal configured for this function.
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PCB Connections (HCA930 — IPS Housing)

Figure 2 shows all connections and LED indicators on the HCA930 PCB

This model includes a factory-installed RS485 Surge Protection PCB.

USB 2 Digital Inputs
(Not used)f=

ECT600-0-0-NN-08 1§ 4 4
gt ]

RTC Battery
(Remove isolation tag at installation)

Not used [**| DC Power — Factory wired

Comms
Status

Default
button

Figure 2:Electrical connections & Indication PAC PCB

NOTE: If the anti-tamper feature is required, the anti-tamper switch cable should be
connected to one of the two digital inputs on the EC3 PCB — and Access

Portal configured to accommodate this.
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Installing the Surge Protection PCB (HCA910 — plastic housing)

The RS485 Surge Protection (SP) PCB (included accessory) must be installed inside
the plastic housing as per the photograph below.

Peel the backing paper off the adhesive gasket on the back of the SP PCB and stick it
to the housing base as indicated.

Plug the fly lead into the RS485 terminal on the HCA910 PCB

;u’-'i'fi"a: AV

Fly lead plugs in here

.

Protected RS485 terminal Secure with adhesive gasket
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System configuration (HCA930 & HCA910)

All settings and configuration are performed via Ethernet using the Access Portal
Professional access control system.

The anti-tamper switch leads may be plugged into one of the digital inputs if tamper
event detection is required when the housing lid is opened. This will also require that
the correct input on this unit is configured via Access Portal.

Fuse replacement (HCA930)

This unit is factory fitted with a fuse that will blow if the battery is connected backwards,
or if there is a short circuit. The replacement fuse details are:

6.3 A, 250V, Slow-blow, 5 mm x 20 mm

Replacing the Battery Fuse

CAUTION: Ensure that you have disconnected the mains power supply to the
Power Supply Combo before replacing the fuse.

Disconnect the mains power supply to the IPS.

Open the Cabinet.

Remove the old fuse from the fuse holder clips (Location shown in Figure 1.)
Insert a new fuse into the Fuse Holder

Close the Cabinet.

Reconnect the mains power supply to the IPS Cluster.

o0k wh =

Fixed Address Labels (HCM930 & HCM910)

On installation of each Portal Application Controller (PAC), do the following:

e Obtain, or prepare a sketched plan of the installation site.

e Attach the additional Fixed Address Labels, packaged with the PAC, in the
corresponding position on the sketched site plan.

e Do the same for any door controllers connected via RS485 to the PAC.

o  When the system installation is complete and all the units are represented on
the site plan by their Fixed Address Labels, file the site plan for future
reference — this will be needed when setting up Access Portal.
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GUARANTEE OR WARRANTY

This product conforms to our Guarantee or Warranty details placed on our Web Site, to
read further please go to www.impro.net.

This manual is applicable to the EC3 Application Controller

HCA930-0-0-GB-XX and HCA910-0-0-GB-XX

(The last two digits of the Impro stock code indicate the issue status of the product.)

HCA330-0-0-GB-03

Issue 04

December
2019

CUSTOMER MANUALS - IMPRO\GEN3 Access
Portal Era\lmpro EC3\Portal Application
Controller\English Manuals\Latest \PAC-insm-en-
04.docx
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